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Abstract—The existing transport protocols designed for the
TCP/IP protocol stack lack three major requirements for ubiq-
uitous communication — support for short-lived parallel flows,
mobility and multi-homing. In this demo, we discuss the fun-
damental design goals and architecture for a new end-to-end
communication protocol, called Viscous, that supports the above
three requirements. We use a small scale prototype testbed to
demonstrate the working principles, implementation details and
performance parameters of Viscous for supporting end-to-end
communication over Internet of Things (IoT). The complete
protocol details for Viscous has been accepted for publication
at IEEE LCN 2017 [1].

I. INTRODUCTION

The Internet, which fuels the boom of smartphones and
online services, is designed decades ago with the goal of con-
nectivity between devices. It has two primary components —
1) Internet Protocol (IP) that provides communication between
remote devices, and ii) Transmission Control Protocol (TCP)
that supports reliable data communication between two remote
applications. In TCP/IP protocol suite, TCP and IP are tightly
coupled and suitable for transferring large data from one static
system to other remote static system. However, end devices
are now mobile with multiple network interfaces and transmit
small chunks of data with short-lived parallel flows [2]. This
limits the capability of TCP along with the entire network
stack.

As mentioned, TCP has three fundamental limitations. 1)
Mobility: Support for seamless connectivity while a device
is in move. TCP is tightly coupled with the underlying IP.
TCP cannot continue the connection if the underlying IP
address gets changed due to mobility [3]. ii) Multi-homing: If a
device is connected via multiple network interfaces, it is called
multi-homed device. TCP can not utilize multiple interfaces
simultaneously to transmit data. iii) short-lived flows: When
a TCP connection does not live long enough to get out of
slow-start phase, the flows are called short-lived flow. As
TCP increases speed gradually, it cannot utilize full network
capability when the data is transferred over multiple short-
lived connections [4]. Most of the traffic is being generated
by smartphones, smart-devices, and IoT infrastructures, and
such ubiquitous Internet traffic are in general short-lived.

A number of recent research work revisited the TCP design
so that it can utilize full network capability for both short-lived
and long-lived flow. Multi-Path TCP (MPTCP) [5] have been

developed to support multihoming and mobility. However,
it is found that MPTCP does not perform well with short-
lived flows [5]. To improve network performance for short-
lived connections especially for browsing, Google developed
SPDY [6] and QUIC (Quick UDP Internet Connection) [7].
SPDY suffers from Head of the Line (HoL) blocking as
it multiplexes multiple HTTP streams over a single TCP
connection. To overcome this problem, QUIC uses UDP as
the underlying protocol. QUIC supports mobility as it does
not depends on underlying IP address. However, it depends
on system’s path selection algorithm. So, it is not truly multi-
path protocol.

As a consequence we have developed a transport protocol,
called Viscous, which supports all the limitations of the exist-
ing transport protocols. It is developed at user level on top of
UDP as transport layer protocol, similar to Google’s QUIC.
It can multiplex a number of flows through multiple network
interfaces available to a device. We have implemented it as a
Linux application library and have tested the performance on
an emulated network using Mininet. In this demo, we show
the design principles of Viscous, along with its architecture
and implementation fundamentals. Our demonstration is based
on a emulation platform (to test the scalability of the system)
as well as over a real IoT testbed developed using Raspberry
Pi devices.

II. VIscous: THE PROTOCOL FUNDAMENTALS

Viscous is designed to overcome the limitations of the
existing transport layer protocols. It is a UDP based multi-
path multi-flow protocol, which is connection-oriented but
independent of the network layer. It works as a middleware or
wrapper between the user application and the network protocol
stack. The details of Viscous protocol are available in the full
paper [1] and in online!. The design goals for Viscous are as
follows.

1) Viscous mitigates the signaling overhead associated with
connection establishment, when the data are being trans-
ferred over a large number of short-lived flows. This will
provide zero round trip time (RTT) connection estab-
lishment, which in turn reduces the packet transmission
time.

Thttps://abhimp.github.io/Viscous (last accessed: July 25, 2017)



2) It avoids slow-start phase for all the flows, rather, we
can multiplex multiple flows over a single connection
by maintaining congestion control independent of flow
control. This allows flows to start communicating with-
out any independent and individual slow-start.

3) Viscous is able to utilize multiple network interfaces
available to a device.

4) Viscous supports mobility, and it does not suffer from
HoL blocking while multiplexing multiple flows.

A. Key concepts

To achieve the design goals, we develop Viscous on top of
UDP with two key concepts, i) Channel and ii) Flow.

1) Channel: Channels are the individual connection through
a path. There is one single channel for each path. Every
channel has its own congestion control algorithm and
loss recovery algorithm. Although channel provides re-
liable communication over two hosts, it does not provide
ordered delivery assurance. Unlike TCP, channel works
on packet instead of byte-streams. It delivers a packet
to the flow handler whenever it receives one.

2) Flow: Flows are responsible for ordered data com-
munication between a source and a destination, while
maintaining flow control. Flows use channels to transmit
data. It takes byte-stream from an application, packetizes
them, and forwards those packets to channel scheduler
to be delivered via one of the channels. On the receiver
side, flows reorder the packets it receives from the chan-
nels. This way, Viscous avoids HoL blocking. Channels
do not wait for lost packets. If one packet from a flow
gets lost, other flows do not have to wait for it.

Channel can be established over each compatible pair of IP in
between two hosts. Each flows in the application can utilize
all the channels for transmission of data.

With channel and flows, we achieve flow multiplexing over
different paths, as these are independent of each other. We use
UDP as the underlying transport protocol, because UDP is a
stateless, sessionless protocol, which also provides best effort
packet transmission between two remote hosts. It allows us to
develop our own congestion control and reliability modules.
It helps us avoiding HoL blocking. Unlike TCP, a channel
does not provide order delivery guaranty. So, if a packet loss
occurs in a channel, it does not hold other packets from being
delivered in time. So, only one flow suffers due to a packet
loss, not all subsequent flows.

Channel and flow schemes also allow us to separate conges-
tion control and flow control. We do this, because flow control
depends on data generation. As channels multiplexes multiple
flows with different data generation rate, and it delivers all
the packets to flows as soon as it receives it. There is no
requirement to make a flow control here.

Channels are also helpful in supporting mobility. When
devices are on the move, channels can be disconnected and
reconnected as per network state without interruption on any
flow. Viscous supports different types of mobility, like ii) Indi-

vidual Mobility, i)Connect-time Mobility and iii) Simultaneous
Mobility [3].

B. Modules

For ease of implementation, Viscous is developed using a
modular architecture. There are different modules for different
components of Viscous. Among them, three modules are
crucial. These are — i) flow handler, ii) channel handler and
iii) channel scheduler.

1) Flow Handler: Flow handler handles a flow. When an
application sends data, it passes that data to flow handler as
byte-streams. Flow handler packetizes them and forwards them
to the channel scheduler. It does not store any packet, however,
it tracks the packets that has been sent to maintain flow control.
When a packet is received, it is flow handler’s job to reorder
it and to send it to the applications.

2) Channel Handler: Channel handler is another important
part of Viscous design. It provides guaranteed packet delivery
mechanism, and it also handles congestion. For congestion
control, we use modified TCP new Reno with SACK option.
A channel works on packets instead of bytes, and so, sequence
numbers are per packet based. Whenever a receiver sends
duplicated acknowledgments (ACKs), it includes the original
sequence number for which this duplicate ACK is triggered.
When the sender receives a duplicate ACK, it comes to know
about the packets which are received by the receiver so far.
This saves many unnecessary retransmission.

3) Channel Scheduler: Channel scheduler decides the path
to be taken for each packet. It connects channels to flows.
We use a scheduling policy based on self-clocked scheduling.
Whenever a channel is free to send some packets as per its
congestion control algorithm, the scheduler schedules the next
packet to this channel. It is efficient because packets are being
scheduled as per channels’ capabilities.

III. EXPERIMENTAL EVALUATION

We have performed several experiments to evaluate the per-
formance of Viscous. We choose different network topologies
on Mininet network emulator. Experiments are performed
with and without the presence of background traffic. Due to
space constraint, we are presenting only one scenario and
limited results®. In the topology (Fig. 1), HI and H2 are the
source and destination. There are four paths available between
these hosts. There are other hosts in the network. We have
compared performance with TCP, MPTCP, and QUIC.

Fig. 1. Topology for Viscous protocol performance evaluation

2Detailed results are available at https://github.com/abhimp/Viscous
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Fig. 2. Average flow completion time for short flows without background traffic
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Fig. 3. Average goodput for short-lived flows with background traffic

A. Experimental Setup

We have used Oracle VirtualBox to create virtual ma-
chines, which have been configured with Mininet kernel to
support network interface virtualization. The guest machine
configuration is as follows — single core Intel i7-5500U 64bit
CPU with clock speed of 2.40 GHz, RAM: 8GB. The host
machine configuration is as follows — Intel Genuine 17-5500U
64bit CPU with a clock speed of 2.40GHz, RAM: 8GB with
250GB Solid State Drive. We have used version 2.2.2 of
Mininet kernel to develop our test setup. In our virtual machine
configurations for test setup, the guest operating system is
Ubuntu 14.04.4 LTS, whereas the host operating system is
Ubuntu 16.04.1 LTS. The link bandwidth for every path of
the topology has been kept as 50 Mbps, and we vary the RTT
of the paths from 16ms to 320ms. The background traffic is
generated using iperf TCP sessions from every host shown
in the topology, attached with the various subnets.

B. Performance for short-lived flows

We have compared TCP, MPTCP, and QUIC for a large
number of short-lived flows, which is the major drawback
for existing protocols. We have sent multiple parallel flows
simultaneously using multiple threads. We have used 100
back-to-back flow per thread in the experiment. We have varied
data size sent through a flow based on exponential distribution
with mean flow size 25KB. The number of parallel flows
varied from 1 to 20. the results are shown in Fig. 2 and Fig. 3.
From the result, we can see that Viscous performed better
when multiple flows are going on simultaneously. QUIC in
this scenario does not perform better, because it can not utilize
multiple interfaces. Further, it multiplexes the sequential flows
from the same thread, but treats parallel flows from different
threads as separate flows and maintains separate slow start
for them. MPTCP can utilize multiple paths simultaneously.

However, it can not perform well because it has to start new
connection every time application need to send data through
a new flow. TCP also suffers due to the similar reason.

IV. CONCLUSION

In this demo, we explain the design details for Viscous
protocol. Viscous is completely compatible with current net-
work architecture while performing well enough for short-
lived connections.

V. SUPPORT REQUIRED FOR DEMO

The demo will be performed on Mininet environment as
well as over a prototype network developed using Raspberry
pi. For entire setup, we require a standard table and power
supply. It will be helpful to display our result if we can get
one screen.
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